CLERK SECURITY GROUP PERMISSIONS
WEB

PERMISSIONS WITH OPTION SELECTED

OPTIONS
WEB Allows access to the Web menu. Used to manage access to menus within the Web Dashboard/Reports module, as well as managing access to the
SwiftPOS Back Office API.
Web Dashboard/Reports module > Access to view/add/edit/delete Clerk Records.
Web Clerks .
Not recommended for multi-venue databases.
Modify Security Groups Web Dashboard/Reports m.odule > Access to change what Security Groups a Clerk is assigned too.
Not recommended for multi-venue databases.
Dashboard Web Dashboard/Reports module > Access to view Dashboards/Gadgets
Dashboard Edit |Web Dashboard/Reports module > Access to edit the Dashboard/Gadgets for the logged in user.
Expenses Web Dashboard/Reports module > Access to log expenses.
Product Web Dashboard/Reports module > Access to view/add/edit Product Records in a limited capacity.
roducts Not recommended for multi-venue databases.
Reports Web Dashboard/Reports module > Access to run a subset of Back Office reports made available online.
Rosters Web Dashboard/Reports module > Access to the logged in users Roster.

All Clerks Visible

Terminal Activity
Web Api

GET Categories
GET Families
GET Groups
GET Medias

GET Members

GET Orders

GET Products

Web Dashboard/Reports module > Access to view all employees on the Roster.
Web Dashboard/Reports module > Allows access to connect to Terminals to view transactional journals as they happen.

Controls whether access is allowed to the SwiftPOS Back Office (SwiftAPI) at all. Most common use-case is where a 3rd party requires direct access
to this APl on-premise. NOTE : This only applies in those Location Groups for which authorisation has been granted.

Ability to retrieve Product Categories from the API directly.
Ability to retrieve Product Families from the API directly.
Ability to retrieve Product Groups from the API directly.
Ability to retrieve Media Types (Tenders) from the API directly.

Ability to retrieve Member/Account Records from the API as well as validate Member/Account Passwords. NOTE : This only applies in those
Location Groups for which authorisation has been granted.

POST Members Ability to create new Members/Account Records via the API directly.
PUT Members Ability to update existing Member/Account Records via the API directly.
Ability to retrieve Online Orders which have been previously posted through the API.
POST Orders Ability to create new Online Orders using the "via Back Office APl methodology".
Ability to retrieve Product Records from the API directly.
POST Products Ability to create new Product Records via the API directly.
PUT Products Ability to update existing Product Records via the API directly.




GET Sales

GET Vouchers

GET Events
GET Rules

GET Classifications

POST CashReconcilliation
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Ability to retrieve Sales data from the API directly. NOTE : This only applies in those Location Groups for which authorisation has been granted.

Ability to create new Sales straight into the Back Office database via the API directly. NOTE : This only applies in
those Location Groups for which authorisation has been granted.

POST Sales
Ability to retrieve/validate active Voucher Barcodes via the API directly.
POST Vouchers Ability to create new Voucher Barcodes for Members/Accounts via the API directly.
PUT Vouchers Ability to update existing Voucher Barcodes via the API directly.
DELETE Vouchers Ability to delete previously created Voucher Barcodes for Members/Accounts via the API directly.
Ability to retrieve Event module sessions/attributes/ADO's for Members/Accounts via the API directly.
Ability to retrieve Promotional Rules which are needed for things like OrderAway from the API directly.

Ability to retrieve existing Member Classifications and some attributes from the API directly. NOTE : This only applies in those Location Groups for
which authorisation has been granted.

Ability to update a Terminal Cash Off record with a "actual value" so the API can calculate a variance amount for the consumer. NOTE : This only
applies in those Location Groups for which authorisation has been granted.




